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1 Introduction 
Tees Esk and Wear Valleys NHS Foundation Trust, the Trust, recognises our responsibility to 
proactively manage any Health IT risks and aims to mitigate to ‘As Low As Reasonably Practicable’ 
(ALARP), any potential risks to patient safety, associated with Health IT.   

 

DCB0129 and DCB0160 are mandatory under the Health and Social care Act 2012. Both are 
accepted for publication under section 250 of the Health and Social Care Act 2012 by the Data 
Coordination Board (DCB). In line with current DCB practice, each standard comprises: 

 

• a specification, which defines the requirements and conformance 
criteria to be met by the user of the standard - how these 
requirements are met is the responsibility of the user 

 

• implementation guidance, which provides an interpretation of the 
requirements and, where appropriate, defines possible approaches 
to achieving them. 

 

This procedure demonstrates how the Trust will adhere to DCB0129 and DCB0160 standards. 

 

This procedure is aimed at ensuring all staff understand their responsibility in relation to the 
procurement, use, modification and decommissioning of Health IT systems and can follow the 
agreed process to meet standards timely and effectively, thereby adhering to local and international 
standards and regulations.   

 

 
Conformation of these standards is mandated by NHS England without 
exception. 

 

Implementing this procedure provides assurance to all patients, carers, families, and staff that when 
introducing or changing Health IT products and systems any risk to patients’ safety has been 
considered from the outset. 
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This policy aligns with and supports the delivery of Our Journey To Change: the next chapter. 

 

 

2 Purpose 
This procedure will help the Trust to be compliant with the following clinical safety standards:  

 

• DCB0129 Clinical Risk Management: its Application in the Manufacture of Health IT 
Systems.  

 

• DCB0160 Clinical Risk Management. It’s application in deployment and use of Health IT 
Systems. 

 

This procedure sets out how the Trust means to manage clinical risk during the initial procurement 
& deployment, during ongoing use including modifications of a product and any subsequent 
decommissioning.  All steps within the process table are to ensure potential clinical risks will be 
identified and mitigated to prevent harm to patients.   

 

3 Who this procedure applies to 
This procedure applies to all staff who are responsible for the safety of the Trust’s Health IT 
systems and products through the application of risk management as well as non-IT staff wishing 
to procure Health IT systems and those with responsibility as system owners. When a new Health 
IT system is requested a letter will be sent to the applicant ensuring they are aware of the process 
and responsibility as system owner (Appendix Three). 

 

3.1 Roles and responsibilities 

Role Responsibility 

https://www.tewv.nhs.uk/about/trust/our-journey-to-change/
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Digital 
Performance and 
Assurance Group 
(DPAG) 

• Governance group for approval/rejection of CSC’s where 
mitigated high risk has been identified. 

Digital Programme 
Board (DPB) 

• Governance group for approval/rejection of Digital Programmes. 

Clinical Advisory 
Group (CAG). 

 

• For the introduction or upgrade of IT systems, Change Advisory 
Group (CAG) is the governance group for ensuring a CSC has 
been considered / commenced or approved prior to pilot or 
deployment of a health IT system or product. That the CSC is 
reviewed through the lifecycle and at any significant changes in 
use or at the point of decommissioning the product. 

Technical security 
department 

• Responsible for ensuring technical security and safety of health 
IT systems and products that impact on or support patient care 
delivery. 

Information 
Governance 
department 

• Responsible for ensuring information security and safety of health 
IT systems and products that impact on or support patient care 
delivery. 

Project Manager The Project Manager is responsible for:  

• Day to day management of the project  
• Ensuring that requirements for individual products and deliverable

s are agreed and understood  
• Agreeing tasks and actions with project team members  
• Reporting on progress  
• Ensuring the project is managed appropriately and in accordance 

with the Trust’s Programme & Project Approval Management 
Methodology  

• Risk management  
• Issue management  
• Project planning  
• Quality in the project  
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• Ensuring adequate project administration support 

Systems Owners • Person or persons responsible for the management / control of a 
specific trust IT system or associated software 

• Attends Clinical Advisory Group (CAG) meetings (with information 
department contact) for changes requested  

• Attends supplier contract and review meetings for the system(s) 
owned. 

• Ensures that DPIA documents are produced and reviewed on a 
yearly basis for system(s) owned. 

• Leads and advises on the Service requirements for the system(s) 
owned. 

• Leads and advises on the roadmap of the system(s) owned from 
a Service perspective including contract renewal and tender 
exercises. 

• Ensures that checks are undertaken to ensure that the correct 
members of staff have access to the system including the 
submission of OneForms for the processing of starters, 
amendments, and leavers. 

Information Asset 
Administrator 
(IAA) 

• Implement the Information Risk Policy and ensure procedures are 
followed. 

• Recognise actual/potential security incidents-consult with IAO. 
• Ensure information asset registers and information flow mapping 

is accurate, up to date and risk assessed. 
• Ensure information handling procedures are in place. 

Information Asset 
Owner (IAO) also 
known as Clinical 
Owner 

• Assigned ownership/responsibility of particular information assets 
and are responsible for providing assurances to the SIRO on 
security. 

• Maintain understanding of ‘owned’ assets and how they are used. 
• Who has access to assets and why. 
• What information is held, added and removed. 
• Understanding and addressing risks to the asset and providing 

assurance to the SIRO. 
• Provides assurance to the SIRO on security and use of the 

assets. 
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4 Related documents 
 

The Organisational Risk Management Policy defines risk management which you must read, 
understand and be trained in before carrying out the procedures described in this document. 

 

Clinical Safety Case documents may also refer to: 

• Clinical Advisory Group (CAG) TOR - FINAL - Clinical Leadership Group: Subgroup TOR                      
(reviewed January 2025)  

• Access to Information Systems Policy [IT-0031] 

• Data Protection Impact Assessment (DPIA) Procedure [IT-0030-001] 

• Introduction or upgrade of information systems policy [IT-0032-001] 

• Information Security and Risk policy [IT-0010] 

• Maintenance of IT Systems policy [IT-0032] 

• Incident recording and response policy [CORP-0043] 

• Information Technical Change Board Change Control Procedure. [IT-0032-004] 

• Digital and Data Contract Management Policy 

• Counter Fraud, Bribery and Corruption Policy and Strategy 

• TEWV Clinical safety case report template 

• TEWV Hazard Log template  

 

 

 

 

 

 

 

https://intranet.tewv.nhs.uk/download.cfm?doc=docm93jijm4n1761.pdf&ver=23694
https://intranet.tewv.nhs.uk/download.cfm?doc=docm93jijm4n1803.pdf&ver=25322
https://intranet.tewv.nhs.uk/download.cfm?doc=docm93jijm4n1805.pdf&ver=24738
https://intranet.tewv.nhs.uk/download.cfm?doc=docm93jijm4n1808.pdf&ver=24094
https://intranet.tewv.nhs.uk/download.cfm?doc=docm93jijm4n1152.pdf&ver=23738
https://intranet.tewv.nhs.uk/download.cfm?doc=docm93jijm4n1811.pdf&ver=24040
https://intranet.tewv.nhs.uk/download.cfm?doc=docm93jijm4n1754.pdf&ver=25866
https://intranet.tewv.nhs.uk/download.cfm?doc=docm93jijm4n8198.pdf&ver=17595
https://intranet.tewv.nhs.uk/download.cfm?doc=docm93jijm4n1596.pdf&ver=22784
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5 CSO Process for New Health IT System & Review of 
Deployed Systems 

 

Number Step Additional Narrative 

1 New Health IT system requested via DTAC / 
IGG / CSO inbox / Project Manager. 

 

2 CSO to conduct search on system including 
names of company CSO, identification of 

DCB0129 & hazard log, complete decision tree 
to establish need for safety case. 

Medical Devices team to be 
informed if new system is a 

medical device.  

 

3 CSO to add system to the clinical safety log as 
progressing or not required. 

 

4 CSO to liaise with Project Lead and consider/ 
identify future system owner to work with and 

establish roles and responsibilities 

Identify which teams/ localities 
will use the new system.  

 

5 Check if funding is agreed.  If not, DO NOT 
progress to safety case.  

 

6 Create a folder in CSO inbox relating to 
system, in the teams’ channel and in the T 

drive. 

 

7 CSO to discuss system with CCIO and Head 
of IG for discussion at DPAG for prioritisation. 
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8 Once prioritised, CSO to arrange hazard 
workshop 

− Complete involvement opportunity form 
and return to gain expert by experience 
representation  

− Allow 6/52 minimum notice  
− Book venue and create PP slides  
− Identify and invite attendees including 

clinical, tech, systems, digital and data 
reps, system owner and/ or 
manufacturer for demo 

− Request tech team complete tech 
assessment  

 

9 CSO may wish a demo of system before 
workshop 

 

10 CSO to commence clinical risk management 
plan.  

 

11 Recruit / interview service users once 
involvement opportunity closes and applicants 

received.  

Arrange travel, payment, 
discuss responsibilities any 
support required on the day 

with patients. 

12 Hold Hazard Workshop   

13 Write clinical safety case and hazard log within 
2-week period. 

 

14 Provide report to secretary 1 week before 
DPAG. 

 Present case at DPAG.  
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15 If signed off at DPAG handover to system 
owner. 

Confirm role of system owner 
via email. 

16 Update log with sign off dates & system oner 
names / role. 

 

17 Create PDF of the clinical safety report and 
save in the T Drive. 

 

18 Update clinical safety log and case report 
when new versions / issues reported 

throughout year. 

 

19 Review case yearly and document same.  

20 Arrange de-commissioning report and hazards 
if system is to be de-commissioned.  

 

 

 

 

5.1 Definitions 
 

Term Definition 
CSO Clinical Safety Officer 
Clinical Safety 
Sponsor 

The person who is accountable for clinical risk management and patient 
safety. 

Trust Tees Esk and Wear Valleys NHS Foundation Trust 
Deliverables The Clinical Risk Management Plan, Hazard Log and Clinical Safety Case 

Report defined in DCB 0129 or DCB0160  
DPAG Digital Performance and Assurance Group 
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DPAG Digital Programme Assurance Group 
DDMM Digital and Data Management Meeting 
DTAC Digital Technology Assessment Criteria 
IT developers Members of the IT department whose role is to develop and maintain 

systems 
Product An application, system or service used to support the delivery of clinical 

care. 
Reasonably 
foreseeable misuse 

Use by the operator in a way not intended by the manufacturer but which 
can result from readily predictable human behaviour. 

Stakeholders Those individuals with a professional interest in the development or 
implementation of a product. 

Supplier The manufacturer of a health IT system which the Trust is implementing, 
has implemented or is planning to implement 

Top Management Person or group of people who direct(s) and control(s) the Health 
Organisation and has overall accountability for a Health IT System. 

 

6 How this procedure will be implemented 
This procedure will be published on the Trust’s intranet and external website. 

 

Line managers will disseminate this procedure to all Trust employees through a line management 
briefing. 
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6.1 Training needs analysis  

Staff/Professional 
Group 

Type of 
Training 

Duration Frequency of 
Training 

Top Management  e-learning https://www.e-
lfh.org.uk/programmes/essentials-
of-digital-clinical-safety/ 

Once only 

IT developers e-learning https://www.e-
lfh.org.uk/programmes/essentials-
of-digital-clinical-safety/ 

Once only 

Project managers e-learning https://www.e-
lfh.org.uk/programmes/essentials-
of-digital-clinical-safety/ 

Once only  

CSO’s e-learning and 
face to face 
Specific training 
(NHSD) 

Foundation course  
Refresher training 

Once only 
Minimum of 2 
yearly 

 
The e-learning is suitable for clinical and non-clinical staff. All staff working within the Trust will 
benefit from completing this training. 
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7 How the implementation of this procedure will be 
monitored 

Number Auditable 
Standard/Key 
Performance 
Indicators 

Frequency/Method/Person 
Responsible 

Where results and any 
Associate Action Plan 
will be reported to, 
implemented and 
monitored; (this will 
usually be via the 
relevant Governance 
Group). 

1 Digital Technology 
Assessment Criteria 
(DTAC)  

Monthly 

Receive CSC for sign off.  
Prioritise cases for CSO 
involvement.   

Nick Black  
Chief Information Officer 

Venkat Muthukrishnan 
Chief Clinical Information 
Officer 

DPAG   

 

8 References 
 

DCB 0129 Standard Specification  

DCB 0129 Clinical Risk Management: its Application in the Manufacture of Health IT Systems – 
Specification. 02/05/18. Version 4.2. 

 

DCB 0160 Standard Specification  

DCB 0160 Clinical Risk Management: its Application in the Deployment and Use of Health IT 
Systems – Specification. 02/05/18. Version 3.2. 
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Health and Social Care Act 2012 Health and Social Care Act 2012. 

https://www.legislation.gov.uk/ukpga/2012/7/contents  

 

Health and Safety Executive  

https://www.hse.gov.uk/  

 

DCB 0160 Implementation Guidance  

DCB 0160 Clinical Risk Management: its Application in the Manufacture of Health IT Systems – 
Implementation Guidance. 02/05/18. Version 4.2. 

 

DCB0160 Compliance assessment  

DCB 0160 Compliance assessment v4.0. NPFIT-FNT-TO-TOCLNSA-1430.04. 19.07.2018. 

 

 

9 Document control (external) 
To be recorded on the policy register by Policy Coordinator 

 

Required information type Information 

Date of approval 24 April 2026 

Next review date 24 April 2029 

This document replaces Clinical Risk Management Procedure v1 

This document was approved by Information Governance Group (IGG) 

This document was approved 15 April 2026 

https://www.legislation.gov.uk/ukpga/2012/7/contents
https://www.hse.gov.uk/
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This document was ratified by Digital Performance and Assurance Group (DPAG) 

This document was ratified 24 April 2026 

An equality analysis was completed on this policy 
on 

06 March 2026 

Document type Public 

 

FOI Clause (Private documents only) N/A 

 

Change record 

Version Date Amendment details Status 

2 Jan 2026 Full review and update – simplified and put into a 
flow chart/ table.  Process remains the same.  
Meeting names updated. 

  

Approved 
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Appendix 1 - Equality Impact Assessment Screening Form 
Please note: The Equality Impact Assessment Policy and Equality Impact Assessment 
Guidance can be found on the policy pages of the intranet 

Section 1 Scope 

Name of service 
area/directorate/department 

Clinical Safety Team - Digital and Data Services 

Title Clinical Risk Management Procedure 

Type Procedure/guidance  

Geographical area covered Trust-wide 

Aims and objectives For all health IT products and Systems that have the potential to 
result in patient harm: this procedure will ensure the Trust: 

• Complies with the requirements of the Data Coordination 
Board Safety Standards DCB0129 & DCB0160 

• Meets its legal obligations in carrying out a risk 
assessment of the impact of the Health IT product or 
system on patient safety 

• Identifies any potential risks to patient safety and mitigates 
those risks as low as is reasonably practicable 

• Ensures the rights and freedoms of individuals are not 
compromised 

• Systems are reflective of the diverse patient population 
who access services to enable staff to capture accurate 
patients’ demographic data 

Start date of Equality Analysis 
Screening 

November 2025 

https://intranet.tewv.nhs.uk/download.cfm?doc=docm93jijm4n1818.pdf&ver=9031
https://intranet.tewv.nhs.uk/download.cfm?doc=docm93jijm4n1817.pdf&ver=18307
https://intranet.tewv.nhs.uk/download.cfm?doc=docm93jijm4n1817.pdf&ver=18307
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End date of Equality Analysis 
Screening 

06 March 2026 

 

 

Section 2 Impacts 

Who does the Policy, Procedure, Service, 
Function, Strategy, Code of practice, Guidance, 
Project or Business plan benefit? 

Patients, staff, carers and families, external 
stakeholders 

Will the Policy, Procedure, Service, Function, 
Strategy, Code of practice, Guidance, Project or 
Business plan impact negatively on any of the 
protected characteristic groups? Are there any 
Human Rights implications? 

• Race (including Gypsy and Traveller) NO 

• Disability (includes physical, learning, mental 
health, sensory and medical disabilities) NO 

• Sex (Men and women) NO 

• Gender reassignment (Transgender and gender 
identity) NO 

• Sexual Orientation (Lesbian, Gay, Bisexual, 
Heterosexual, Pansexual and Asexual etc.) NO 

• Age (includes, young people, older people – 
people of all ages) NO 

• Religion or Belief (includes faith groups, 
atheism and philosophical beliefs) NO 

• Pregnancy and Maternity (includes pregnancy, 
women / people who are breastfeeding, women / 
people accessing perinatal services, women / 
people on maternity leave) NO 

• Marriage and Civil Partnership (includes 
opposite and same sex couples who are married 
or civil partners) NO 

• Armed Forces (includes serving armed forces 
personnel, reservists, veterans and their families) 
NO 
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• Human Rights Implications NO (Human Rights 
- easy read) 

Describe any negative impacts / Human Rights 
Implications  

None 

Describe any positive impacts / Human Rights 
Implications 

Implementing this procedure will provide assurance 
that Health IT products and services, prior to 
deployment have undergone stringent risk 
management process and are effective and safe for 
clinical use 

 

 

Section 3 Research and involvement 

What sources of information have you 
considered? (e.g. legislation, codes of practice, 
best practice, nice guidelines, CQC reports or 
feedback etc.) 

DCB0129 Clinical Risk Management: its Application 
in the Manufacture of Health IT Systems.  

 

DCB0160 Clinical Risk Management. It’s application 
in deployment and use of Health IT Systems. 

Have you engaged or consulted with service 
users, carers, staff and other stakeholders 
including people from the protected groups? 

No 

 

If you answered Yes above, describe the 
engagement and involvement that has taken 
place 

 

  

If you answered No above, describe future plans 
that you may have to engage and involve people 
from different groups 

We are liaising with the Equality, Diversity and 
Human Rights team, who will review our procedure 
prior to presenting at governance groups, to ensure 
that are processes are inclusive and accessible 

https://www.google.com/search?q=easy+read+human+rights&oq=easy+read+human+rights&aqs=edge..69i57j69i64.5729j0j4&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=easy+read+human+rights&oq=easy+read+human+rights&aqs=edge..69i57j69i64.5729j0j4&sourceid=chrome&ie=UTF-8
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Section 4 Training needs 

As part of this equality impact assessment have 
any training needs/service needs been 
identified? 

No 

Describe any training needs for Trust staff NA 

Describe any training needs for patients NA 

Describe any training needs for contractors or 
other outside agencies 

NA 

 

Check the information you have provided and ensure additional evidence can be provided 
if asked.
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Appendix 2 – Approval checklist 
To be completed by lead and attached to any document which guides practice when submitted to 
the appropriate committee/group for consideration and approval. 

Title of document being reviewed: Yes / No / Not 
applicable Comments 

1. Title   

Is the title clear and unambiguous? Y  

Is it clear whether the document is a guideline, policy, protocol 
or standard? 

Y  

2. Rationale   

Are reasons for development of the document stated? Y  

3. Development Process   

Are people involved in the development identified? Y  

Has relevant expertise has been sought/used? Y  

Is there evidence of consultation with stakeholders and users? Y  

Have any related documents or documents that are impacted 
by this change been identified and updated? 

Y  

4. Content   

Is the objective of the document clear? Y  

Is the target population clear and unambiguous? Y  

Are the intended outcomes described? Y  

Are the statements clear and unambiguous? Y  

5. Evidence Base   

Is the type of evidence to support the document identified 
explicitly? 

Y  
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Are key references cited? Y  

Are supporting documents referenced? Y  

6. Training   

Have training needs been considered? Y  

Are training needs included in the document? Y  

7. Implementation and monitoring   

Does the document identify how it will be implemented and 
monitored? 

Y  

8. Equality analysis   

Has an equality analysis been completed for the document? Y  

Have Equality and Diversity reviewed and approved the 
equality analysis? 

Y 06 March 2026 ah 

9. Approval   

Does the document identify which committee/group will 
approve it? 

Y  

10. Publication   

Has the policy been reviewed for harm? Y No harm 

Does the document identify whether it is private or public? Y Public 

If private, does the document identify which clause of the 
Freedom of Information Act 2000 applies? 

NA  

11. Accessibility (See intranet accessibility page for more 
information) 

  

Have you run the Microsoft Word Accessibility Checker? 
(Under the review tab, ‘check accessibility’. You must remove 
all errors) 

Y  

Do all pictures and tables have meaningful alternative text? Y  

https://intranet.tewv.nhs.uk/accessible-writing
https://intranet.tewv.nhs.uk/accessible-writing
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Do all hyperlinks have a meaningful description? (do not use 
something generic like ‘click here’) 

Y  
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Appendix 3 – System Owner Responsibilities 
 

 

System Owner Process and Timescales are detailed below when a Clinical Safety 

Case (CSC) may be required: 

1. Complete “I have an idea”…. 

2. Attend DTAC where representatives from Clinical Safety Officer (CSO) 

team, Information Governance (IG), Procurement, Projects, Technology 

and Security will discuss requirements and advise next steps.  This may 

include the need to attend Medical Devices committee and complete a Data 

Privacy Impact Assessment (DPIA) 

3. Send all information to the CSO inbox (tewv.csoenquries.nhs.net) relating 

to the Health IT including a DCB 0129 if the manufacturer has one and lead 

contact details 

4. Complete “Digital Clinical Safety – Essentials” e-learning, free via NHS 

Digital before hazard workshop is ran. 

5. Work with the CSO to identify appropriate attendance at a Hazard workshop 

including the completion of an involvement opportunity application to identify 

patients/carers to attend.  Please note 6 weeks’ notice must be given to 

attendees for the hazard workshop 

6. Attend and participate in the hazard workshop. 

7. Work with the CSO on finalising the hazard log and CSC for presentation to 

DPAG 

8. Deploy the system once DPAG confirm this is acceptable 

9. Remains responsible for reporting any major changes to the system, or 

significant issues identified through Inphase, and to the CSO in order that a 

review of the hazard log and this CSC can be instigated if required and the 

hazard log updated to record any new hazards and mitigations 


	Title: Clinical Risk Management Procedure
	Ref:  CORP-0071-v2
	Contents

	1 Introduction
	2 Purpose
	3 Who this procedure applies to
	3.1 Roles and responsibilities

	4 Related documents
	5 CSO Process for New Health IT System & Review of Deployed Systems
	6 How this procedure will be implemented
	6.1 Training needs analysis

	7 How the implementation of this procedure will be monitored
	8 References
	9 Document control (external)
	Appendix 1 - Equality Impact Assessment Screening Form
	Appendix 2 – Approval checklist
	Appendix 3 – System Owner Responsibilities


